PIPA Pointer

‘:h- Personal Information Settlng Up a
\plpa Protection Act Complaint-Handling Process

Organizations can benefit from having a process in place that individuals can use to make complaints
respecting the organization’s compliance with the Personal Information Protection Act (PIPA). PIPA
permits the Information and Privacy Commissioner to refer an individual’s complaint against an
organization back to the organization if he is not satisfied that the individual attempted to first resolve the
complaint with the organization.

Having an accessible and effective complaint-handling process is an important part of managing privacy
risks within your organization because it helps you to

= address complaints in a timely manner;
» identify and address systemic or ongoing compliance problems;

= identify those incidents where the Office of the Information and Privacy Commissioner must
be notified of a security breach, without delay;

= increase consumer confidence in your privacy procedures; and

= demonstrate your commitment to privacy and build a good reputation for your organization.

REMEMBER...

The more accessible and responsive your organization’s complaint-handling process is, the more
effectively you can contain a potentially explosive situation and better preserve or restore
customer or client confidence in your organization.

Setting up a Complaint-Handling Process

1. Decide who in your organization will be responsible for receiving and handling complaints about
the organization’s compliance with the Act.

Although different individuals within the organization may be called upon to help investigate
complaints, it is a good idea to have one department or individual responsible for dealing with all
complaints and ensuring that they receive a timely response. It is probably simplest for both
customers and staff if the individual that is responsible for ensuring the organization complies
with the Act (e.g. the Privacy Officer) is the same individual responsible for receiving and
responding to complaints.

2. Develop and implement a complaint procedure that is easily accessible, understandable and
simple to use.

3. The procedure on handling and responding to privacy complaints should be written and
communicated to both staff (so they know what to do if they receive a complaint) and customers
(so they know what to expect if they make a complaint).

4. Decide in what format you will accept complaints (e.g. verbal, in writing, by e-mail). If you deal
mainly with your customers in writing, you may wish to only accept complaints in writing. On
the other hand, if most of your interactions with your customers are verbal, you may also wish to
accept verbal complaints. Whatever you decide, your procedure should be adaptable where
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appropriate (i.e. it may not be reasonable to expect someone who cannot write — due to language
or other difficulties — to make a complaint in writing).

FOR CONVENIENCE...

You may wish to develop a complaint form (or adapt an existing form) to assist complainants in
documenting their complaint. This approach may also make it easier for your organization to
collect the information you need to investigate and respond to the complaint.

5. Staff, upon request, should be able to inform an individual of the procedure for making a
complaint and who to contact within the organization about the complaint. A complainant should
also be informed of the right to make a complaint under PIPA to the Information and Privacy
Commissioner if he or she is not satisfied with the organization’s response to the complaint.

6. Keep arecord of the date the complaint was received.

7. If the complaint was received verbally, the nature of the complaint (e.g. delays in responding to a
request, incomplete or inaccurate responses, or improper collection, use, disclosure or retention)
should be recorded.

8. Acknowledge receipt of the complaint promptly.

9. Contact the individual to clarify the complaint, if necessary.

10. Investigate all complaints received.

11. Ensure your complaint process is fair, impartial and confidential.

12. Give the investigator access to all relevant records, employees or others who handled the personal
information or access request.

TO BE FAIR...

The investigation of a complaint should be assigned to a person with the skills necessary to
conduct it fairly and impartially. Only in rare circumstances (e.g. sole proprietorship) should the
complaint be investigated by the person who is the subject of the individual’s complaint.

13. Give the investigator access to all relevant records, employees or others who handled the
personal information or access request.

14. Where the complaint is justified, take appropriate measures to rectify the situation, including
correcting information handling practices and policies where necessary and communicating
those changes to relevant staff.

15. Notify the Office of the Information and Privacy Commissioner of Alberta, without delay, of
any incident involving loss of, or unauthorized access to, or disclosure of personal
information that may pose a real risk of significant harm to individuals.

16. Notify individuals of the outcome of investigations clearly and promptly, informing them of
any relevant steps taken.

17. Record all decisions to ensure consistency in applying the Act.

18. Follow up to verify that required changes to policies, procedures or practices have been
undertaken.
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For more information

Additional information and resources about PIPA are available on the websites of Access and
Privacy, Service Alberta, and the Office of the Information and Privacy Commissioner.

Access and Privacy

Service Alberta

Phone: 780-644-PIPA (7472)  Toll free dial 310-0000
E-mail: pspinfo@gov.ab.ca

Website:  pipa.alberta.ca

Office of the Information and Privacy Commissioner

Phone: 403-297-2728 Toll free dial 1-888-878-4044
E-mail: generalinfo@oipc.ab.ca

Website:  www.oipc.ab.ca
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